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SmartNews Cost Import API — Technical & User Documentation
Overview
SmartNews Cost Import API is an internal service for collecting advertising costs from SmartNews, validating client-specific campaign ID extraction rules, aggregating costs by external tracker campaign ID, and delivering the result either through an API response or through an auto-import worker into supported trackers.
The service is designed for Cloud Run and Firestore-backed configuration. It supports multiple clients, separate SmartNews authentication profiles, API-key based client access, Google SSO for the admin interface, manager/admin roles, scheduled auto-imports, and audit logging.
Main supported workflows:
· Manual SmartNews cost import through API.
· All-time SmartNews cost import when dateFrom and dateTo are omitted.
· RedTrack hourly/window-based cost push.
· ClickFlare manual cost upload through CSV multipart request.
· Client and auto-import configuration through the web interface.
· Firestore-based audit trail for user and worker actions.
The current production context used during setup:
	Parameter
	Value

	GCP project
	leads-cf

	Cloud Run region
	europe-west1

	Main service
	smartnews-cost-import-api

	Firestore database
	webhooks

	Configuration backend
	firestore

	Default app timezone
	Europe/Kyiv or service env value

	Manager/admin UI
	/admin




CHAPTER 1. High-level architecture
Step 1. Main data flow
The core import flow is:
1. A client, manager, admin, or worker triggers an import.
1. The service authenticates the caller.
1. The service loads the client document from Firestore.
1. The service resolves the SmartNews auth profile from Firestore and Secret Manager.
1. SmartNews insights are requested for the configured ad account IDs and date range.
1. Each SmartNews row is normalized into an internal cost record.
1. The configured extractor reads the external tracker campaign ID from landing_page_url.
1. Costs are aggregated by external tracker campaign ID.
1. The service returns JSON rows or pushes data into the configured tracker.
The normalized API response always uses the external tracker campaign ID, not the internal SmartNews campaign ID:
[
  {
    "campaign_id": "68e7c3f319b0b70012c4f1ac",
    "cost": 123.45
  }
]
Step 2. Runtime components
	Component
	Responsibility

	app_factory.py
	Creates Flask app, exposes public import API and health endpoints.

	admin_routes.py
	Exposes admin UI and admin API endpoints.

	services.py
	Authenticates clients and coordinates cost import.

	sources.py
	Reads data from Google Sheets or SmartNews API and normalizes records.

	smartnews.py
	SmartNews OAuth, pagination, insights and campaign API client.

	extractors.py
	Extracts external campaign IDs from landing page URLs.

	auto_import_worker.py
	Executes scheduled tracker pushes.

	firestore.py
	Reads/writes Firestore clients, profiles, auto-imports, settings and audit logs.

	secret_manager.py
	Resolves Secret Manager references.

	models.py
	Dataclasses for configs, requests and normalized records.

	utils.py
	Date parsing, hashing, secure compare and helper functions.


Step 3. Supported source modes
	Source mode
	Description
	Typical use

	smartnews-api-backed
	Reads costs directly from SmartNews API insights.
	Current preferred mode for new clients.

	sheet-backed
	Reads an existing Google Sheet export and optionally writes result sheets.
	Legacy or client-specific flows.


For smartnews-api-backed, allowed_ad_account_ids is mandatory. If the API request does not specify ad_account_id, the service uses all IDs from allowed_ad_account_ids.
For sheet-backed, ad account discovery and sync are available from the admin UI because source rows are available in the configured Google Sheet.


CHAPTER 2. API endpoints
Step 1. Health check
	Method
	Endpoint
	Auth
	Purpose

	GET
	/healthz
	None
	Checks whether the service is running and returns basic runtime info.


Example:
curl "$SERVICE_URL/healthz"
Successful response:
{
  "ok": true,
  "service": "smartnews-cost-import-api",
  "config_backend": "firestore",
  "firestore_clients_collection": "smartnews_cost_import_clients",
  "firestore_database": "webhooks"
}
Step 2. Legacy sync endpoints
	Method
	Endpoint
	Auth
	Purpose

	GET or POST
	/
	Authorization: Bearer <HTTP_BEARER_TOKEN>
	Runs legacy sync.

	GET or POST
	/legacy/sync-smartnews-costs
	Authorization: Bearer <HTTP_BEARER_TOKEN>
	Runs legacy sync using explicit path.


These endpoints are kept for backward compatibility. New integrations should use /costs/{client_slug}/smartnews/data/import.
Step 3. SmartNews cost import endpoint
	Method
	Endpoint
	Auth

	POST
	/costs/<client_slug>/smartnews/data/import
	X-Api-Key: <client_api_key>


This endpoint imports SmartNews costs for one client and returns aggregated rows grouped by external tracker campaign ID.
Supported query parameters:
	Parameter
	Required
	Description

	dateFrom
	No
	Start datetime. Must be sent together with dateTo.

	dateTo
	No
	End datetime. Must be sent together with dateFrom.

	allTimeSince
	No
	Start datetime for all-time mode. Used only when dateFrom and dateTo are both omitted. Default: 2020-01-01 00:00:00.

	all_time_since
	No
	Alternative snake_case name for allTimeSince.

	timezone
	No
	Request timezone. Example: America/New_York.

	timeZone
	No
	Alternative camelCase name for timezone.

	ad_account_id
	No
	Optional whitelist-filtered ad account ID. Can be repeated. If omitted, all configured allowed accounts are used.

	debug
	No
	Boolean. If true, returns rows plus debug metadata, warnings and raw records.


Rules for dates:
· If both dateFrom and dateTo are provided, the endpoint uses the explicit range.
· If both are omitted, the endpoint enters all-time mode.
· If only one of dateFrom or dateTo is provided, the endpoint returns 400.
· If dateFrom > dateTo, the endpoint returns 400.
Explicit date range example:
curl -sS -X POST \
  "$SERVICE_URL/costs/leadxpression/smartnews/data/import?dateFrom=2026-04-28%2000:00:00&dateTo=2026-04-28%2023:59:59&timezone=America/New_York" \
  -H "X-Api-Key: $LEADXPRESSION_API_KEY" | jq .
All-time mode example:
curl -sS -X POST \
  "$SERVICE_URL/costs/leadxpression/smartnews/data/import?timezone=America/New_York" \
  -H "X-Api-Key: $LEADXPRESSION_API_KEY" | jq .
All-time mode with custom start date:
curl -sS -X POST \
  "$SERVICE_URL/costs/leadxpression/smartnews/data/import?timezone=America/New_York&allTimeSince=2026-04-01%2000:00:00" \
  -H "X-Api-Key: $LEADXPRESSION_API_KEY" | jq .
Expected normal response:
[
  {
    "campaign_id": "68e7c3f319b0b70012c4f1ac",
    "cost": 123.45
  }
]
Expected debug response shape:
{
  "rows": [
    {
      "campaign_id": "68e7c3f319b0b70012c4f1ac",
      "cost": 123.45
    }
  ],
  "debug": {
    "client_slug": "leadxpression",
    "source_mode": "smartnews-api-backed",
    "effective_ad_account_ids": ["110565805", "110707857"],
    "skipped_records": 0,
    "warnings": [],
    "raw_records": [],
    "smartnews_campaign_rows": []
  }
}


CHAPTER 3. Admin API endpoints
Step 1. Session and runtime endpoints
	Method
	Endpoint
	Auth
	Description

	GET
	/admin
	Browser
	Returns the admin UI.

	GET
	/admin/api/login-bootstrap
	None
	Returns Google OAuth client ID and allowed domain.

	POST
	/admin/api/session/login
	Google ID token + access token
	Creates signed admin session.

	GET
	/admin/api/session/me
	Admin session bearer
	Returns current session.

	GET
	/admin/api/runtime-info
	Admin session bearer
	Returns runtime Firestore and service info.


Admin session auth header:
Authorization: Bearer <admin_session_token>
The admin session token is the browser session token stored after successful Google sign-in and access token validation. It is not the same as ADMIN_BEARER_TOKEN.
Step 2. Client endpoints
	Method
	Endpoint
	Role
	Description

	GET
	/admin/api/clients
	manager/admin
	Lists clients.

	POST
	/admin/api/clients
	manager/admin
	Creates client. Generates client API token if not provided.

	GET
	/admin/api/clients/<client_slug>
	manager/admin
	Reads one client.

	PUT
	/admin/api/clients/<client_slug>
	manager/admin
	Updates one client.

	POST
	/admin/api/clients/<client_slug>/regenerate-token
	admin
	Regenerates client API token.

	DELETE
	/admin/api/clients/<client_slug>
	admin
	Deletes client.

	GET
	/admin/api/clients/<client_slug>/discover-ad-accounts
	manager/admin
	Discovers account IDs from sheet-backed source.

	POST
	/admin/api/clients/<client_slug>/sync-ad-accounts
	manager/admin
	Writes discovered sheet account IDs to the client.


Important behavior:
· Client API keys are stored only as SHA-256 hashes.
· Plaintext client API key is shown only once on create/regenerate.
· Manager role cannot delete clients or regenerate client tokens.
· Manager role does not see or edit SmartNews auth profiles.
Step 3. Auth profile endpoints
	Method
	Endpoint
	Role
	Description

	GET
	/admin/api/auth-profiles
	admin
	Lists SmartNews auth profiles.

	POST
	/admin/api/auth-profiles
	admin
	Creates profile.

	PUT
	/admin/api/auth-profiles/<name>
	admin
	Updates profile.


Recommended profile storage uses Secret Manager references instead of plaintext credentials.
Step 4. Audit logs and templates
	Method
	Endpoint
	Role
	Description

	GET
	/admin/api/audit-logs
	manager/admin
	Reads audit logs. Supports filters.

	GET
	/admin/api/tracker-templates
	manager/admin
	Returns tracker extractor templates.

	GET
	/admin/api/auto-import-schemas
	manager/admin
	Returns auto-import tracker presets.


Audit log filters:
	Query parameter
	Description

	limit
	Maximum rows, capped at 500.

	action
	Exact action filter. Example: auto_import_run.

	client_slug
	Exact client filter.

	level
	info or error.


Step 5. Auto-import endpoints
	Method
	Endpoint
	Role
	Description

	GET
	/admin/api/auto-imports
	manager/admin
	Lists auto-import presets.

	POST
	/admin/api/auto-imports
	manager/admin
	Creates preset.

	GET
	/admin/api/auto-imports/<config_slug>
	manager/admin
	Reads preset.

	PUT
	/admin/api/auto-imports/<config_slug>
	manager/admin
	Updates preset.

	DELETE
	/admin/api/auto-imports/<config_slug>
	admin
	Deletes preset.

	POST
	/admin/api/auto-imports/<config_slug>/run-now
	manager/admin
	Runs one preset immediately.

	POST
	/admin/api/auto-imports/run-due
	manager/admin
	Runs due presets from UI/admin API.

	POST
	/admin/api/worker/auto-imports/run-due
	worker token
	Scheduler endpoint.


run-now is the safest manual test because it forces one config to execute immediately.
Worker endpoint auth header:
Authorization: Bearer <WORKER_BEARER_TOKEN>
Step 6. Access settings endpoints
	Method
	Endpoint
	Role
	Description

	GET
	/admin/api/settings/auth
	admin
	Reads admin/manager token status.

	POST
	/admin/api/settings/auth/rotate
	admin
	Rotates admin or manager access token.


Rotation request body:
{
  "role": "manager"
}
The new access token is returned only once and stored as a hash in Firestore settings.


CHAPTER 4. Firestore configuration
Step 1. Collections
The service uses these Firestore collections:
	Collection
	Default name
	Purpose

	Clients
	smartnews_cost_import_clients
	Per-client import configuration.

	Auth profiles
	smartnews_auth_profiles
	SmartNews OAuth credentials or secret refs.

	Auto-imports
	smartnews_cost_import_auto_imports
	Scheduled tracker push presets.

	Audit logs
	smartnews_cost_import_audit_logs
	Operational and admin audit trail.

	Settings
	smartnews_cost_import_settings
	Access-token hashes and global admin settings.


In the current setup, the Firestore database is webhooks.
Step 2. Client document structure
Document ID must equal client_slug.
Typical smartnews-api-backed ClickFlare client:
{
  "client_slug": "leadxpression",
  "display_name": "Leadxpression",
  "api_key_sha256": "sha256-of-client-api-key",
  "is_active": true,
  "platform": "smartnews",
  "source_mode": "smartnews-api-backed",
  "tracker_type": "clickflare",
  "allowed_ad_account_ids": ["110565805", "110707857"],
  "smartnews_auth_profile": "default",
  "strict_extraction": true,
  "allow_internal_id_fallback": false,
  "sheet_config": null,
  "extractor": {
    "kind": "path_segment",
    "query_param": null,
    "query_params": [],
    "regex": "^[A-Za-z0-9]{24}$",
    "path_segment_index": -1,
    "decode_passes": 3,
    "allow_path_fallback": false,
    "path_regex": "^[A-Za-z0-9]{24}$"
  }
}
Field descriptions:
	Field
	Description

	client_slug
	Stable machine ID. Also used in endpoint path.

	display_name
	Human-readable name in UI.

	api_key_sha256
	SHA-256 hash of the client API key.

	is_active
	If false, client API access is rejected.

	platform
	Usually smartnews.

	source_mode
	smartnews-api-backed or sheet-backed.

	tracker_type
	redtrack, clickflare, voluum, keitaro, binom, or custom name.

	allowed_ad_account_ids
	Whitelist of SmartNews ad accounts. Store IDs as strings.

	smartnews_auth_profile
	Name of auth profile used for SmartNews OAuth.

	strict_extraction
	If true, records without extracted external ID are skipped.

	allow_internal_id_fallback
	Should normally be false. Prevents SmartNews internal IDs from being returned as tracker IDs.

	sheet_config
	Required only for sheet-backed clients.

	extractor
	Rules for extracting external campaign ID from landing page URL.


Step 3. Extractor configurations
ClickFlare URL format:
https://tracking-domain.example/cf/r/68e7c3f319b0b70012c4f1ac?click_id=...
Recommended ClickFlare extractor:
{
  "kind": "path_segment",
  "query_param": null,
  "query_params": [],
  "regex": "^[A-Za-z0-9]{24}$",
  "path_segment_index": -1,
  "decode_passes": 3,
  "allow_path_fallback": false,
  "path_regex": "^[A-Za-z0-9]{24}$"
}
RedTrack or mixed URL format:
https://domain.example/path?cmpid=69d788a779179f70ec9691e2
https://domain.example/path?rtkcmpid=69d788a779179f70ec9691e2
https://domain.example/cf/r/69d788a779179f70ec9691e2?click_id=...
Recommended mixed extractor:
{
  "kind": "query_param",
  "query_param": null,
  "query_params": ["cmpid", "rtkcmpid"],
  "regex": "^[A-Za-z0-9]{24}$",
  "path_segment_index": -1,
  "decode_passes": 3,
  "allow_path_fallback": true,
  "path_regex": "^[A-Za-z0-9]{24}$"
}
Why there are two regex fields:
· regex validates values extracted from query parameters.
· path_regex validates a path segment when path fallback is enabled.
Both can be identical because they validate the same 24-character ID in different extraction branches.
Step 4. Auth profile document
Document ID is the profile name, for example default.
Recommended version:
{
  "name": "default",
  "client_id_secret_ref": "smartnews-client-id",
  "client_secret_secret_ref": "smartnews-client-secret"
}
Plaintext version is supported but not preferred:
{
  "name": "default",
  "client_id": "plain-client-id",
  "client_secret": "plain-client-secret"
}
Secret refs can be short names or fully-qualified Secret Manager refs. Short name example:
leadxpression-clickflare-api-key
Fully-qualified example:
projects/leads-cf/secrets/leadxpression-clickflare-api-key/versions/latest
Step 5. Auto-import document structure
Document ID must equal config_slug.
RedTrack example:
{
  "config_slug": "redtrack-clickgency-hourly",
  "name": "Clickgency → RedTrack",
  "client_slug": "clickgency",
  "is_active": true,
  "tracker_schema": "redtrack",
  "tracker_name": "RedTrack",
  "tracker_api_key": "",
  "tracker_api_key_secret_ref": "clickgency-redtrack-api-key",
  "schedule": {
    "mode": "cron",
    "timezone": "America/New_York",
    "interval_minutes": 60,
    "run_times": ["00:15"],
    "cron_expression": "15 * * * *"
  },
  "request": {
    "endpoint": "https://api.redtrack.io/tracks/cost",
    "method": "POST",
    "query_fields": [
      {"name": "api_key", "required": true},
      {"name": "time_from", "required": true},
      {"name": "time_to", "required": true},
      {"name": "cost", "required": true},
      {"name": "campaign_id", "required": true}
    ]
  },
  "request_defaults": {
    "currency": "USD"
  }
}
ClickFlare manual cost example:
{
  "config_slug": "leadxpression-clickflare",
  "name": "Leadxpression → ClickFlare",
  "client_slug": "leadxpression",
  "is_active": true,
  "tracker_schema": "clickflare",
  "tracker_name": "ClickFlare",
  "tracker_api_key": "",
  "tracker_api_key_secret_ref": "leadxpression-clickflare-api-key",
  "schedule": {
    "mode": "cron",
    "timezone": "America/New_York",
    "interval_minutes": 60,
    "run_times": ["00:15"],
    "cron_expression": "15 * * * *"
  },
  "request": {
    "endpoint": "https://public-api.clickflare.io/api/campaigns/manual/cost",
    "method": "PATCH",
    "query_fields": [],
    "json_body": {}
  },
  "request_defaults": {
    "currency": "USD",
    "cost_mode": "all_time",
    "all_time_since": "2020-01-01 00:00:00",
    "timezone": "America/New_York",
    "file_field": "file",
    "filename": "smartnews_costs.csv"
  },
  "notes": "ClickFlare manual cost upload via CSV."
}
Important for ClickFlare:
· The endpoint must be /api/campaigns/manual/cost.
· Do not use /api/campaigns/{id} for cost import; that endpoint edits campaign settings.
· The worker sends one multipart CSV file per run.
· The CSV has columns campaign_id,cost.
· api-key is sent as an HTTP header.
· startDate, endDate, and timezone are sent as query parameters.
· With cost_mode: all_time, the worker imports SmartNews costs from all_time_since to the scheduled run time.
Step 6. Worker state
Each auto-import document can contain worker_state.
Common fields:
	Field
	Description

	last_run_started_at
	UTC timestamp when worker started.

	last_run_finished_at
	UTC timestamp when worker finished.

	last_run_status
	running, success, or error.

	last_error
	Error text if run failed.

	last_http_status
	Tracker response status, if a tracker request was sent.

	last_response_excerpt
	First 1000 characters from tracker response.

	last_scheduled_for
	Scheduled occurrence that was executed.

	last_successful_scheduled_for
	Last occurrence completed successfully.

	last_window_from
	Effective import window start, UTC.

	last_window_to
	Effective import window end, UTC.

	last_rows
	Number of imported/aggregated rows.

	last_requests_sent
	Number of tracker requests sent.

	next_due_at
	Next calculated due time, UTC.


If rows = 0 and requests_sent = 0, the worker did not push anything to tracker. This usually means SmartNews returned no cost rows or the extractor did not find external tracker campaign IDs.


CHAPTER 5. Auto-import worker behavior
Step 1. Scheduling logic
The worker supports these schedule modes:
	Mode
	Description

	manual
	No automatic due run. Only run-now works.

	cron
	Uses cron_expression. Example: 15 * * * *.

	daily_times
	Uses run_times, e.g. ["09:00", "18:00"].

	interval
	Runs by interval buckets from midnight in schedule timezone.


Worker due calculation uses the schedule timezone, then stores state timestamps in UTC.
Step 2. RedTrack push behavior
RedTrack receives one HTTP request per cost row.
Request format:
POST https://api.redtrack.io/tracks/cost
Query params include:
api_key=<tracker_api_key>
time_from=<UTC ISO time>
time_to=<UTC ISO time>
cost=<cost rounded to 0.01>
campaign_id=<external campaign id>
currency=USD
RedTrack is window-based, so hourly or scheduled windows are valid.
Step 3. ClickFlare manual cost behavior
ClickFlare receives one batch request per run.
Request format:
PATCH https://public-api.clickflare.io/api/campaigns/manual/cost
Headers:
Accept: application/json
api-key: <tracker_api_key>
Query params:
startDate=YYYY-MM-DD HH:mm:ss
endDate=YYYY-MM-DD HH:mm:ss
timezone=America/New_York
Multipart file:
campaign_id,cost
68e7c3f319b0b70012c4f1ac,123.45
The worker filters invalid CSV rows before upload:
· missing campaign_id is skipped;
· campaign ID not 24 alphanumeric characters is skipped;
· missing cost is skipped;
· non-numeric cost is skipped;
· cost less than or equal to 0 is skipped.
If no valid positive-cost rows remain, the run fails with a validation error.
Step 4. All-time cost mode
For ClickFlare, use all-time mode because the manual cost endpoint is designed around a reporting period and CSV upload.
Required defaults:
{
  "cost_mode": "all_time",
  "all_time_since": "2020-01-01 00:00:00",
  "timezone": "America/New_York"
}
When enabled, the worker changes the import window from normal scheduled window to:
all_time_since → scheduled_for
Example:
all_time_since: 2020-01-01 00:00:00 America/New_York
scheduled_for: 2026-04-28T15:15:00Z
The worker imports SmartNews costs for that full range, aggregates by ClickFlare campaign ID, generates CSV, and uploads it to ClickFlare.


CHAPTER 6. Web interface documentation
Step 1. Login flow
The admin panel is available at:
/admin
Login requires two steps:
1. Google sign-in with an account from the allowed Google Workspace domain.
1. Admin or manager access token.
After successful login, the browser stores a signed session token in local storage. This token is used as Authorization: Bearer <session> for admin API calls.
Step 2. Roles
	Role
	Capabilities

	manager
	View/edit clients, view/edit auto-imports, run imports, view logs.

	admin
	All manager capabilities plus auth profiles, deletes, token regeneration and settings.


Manager restrictions:
· no Auth profiles screen;
· no Settings screen;
· no delete actions;
· no client token regeneration;
· no direct SmartNews auth profile editing.
Step 3. Overview screen
The Overview screen shows runtime status and shortcuts:
· refresh all data;
· open clients;
· create new client;
· open auto-imports;
· run due auto-imports;
· open audit logs;
· reload runtime info.
Runtime badges show backend, database, number of clients, number of auto-imports, role and user.
Step 4. Clients screen
The Clients screen lists Firestore client configs.
Displayed fields:
· client slug;
· display name;
· active/inactive status;
· source mode;
· tracker type;
· number of allowed ad accounts.
Available actions:
· refresh client list;
· create new client;
· open selected client in editor;
· discover/sync ad accounts for sheet-backed clients;
· regenerate client token, admin only.
Step 5. Client editor
Default manager-facing fields:
· Client selector;
· Client slug for new clients;
· Display name for new clients;
· Tracker dropdown;
· Active checkbox;
· Notes;
· Allowed ad account IDs.
Advanced mode is available for admins. It exposes:
· source mode;
· SmartNews auth profile;
· strict extraction;
· internal ID fallback;
· extractor configuration;
· sheet config;
· client token override.
Important behavior after the latest patch:
· Existing advanced config is loaded into editor fields when selecting a client.
· If advanced mode is not opened, saving does not overwrite the existing extractor or sheet config with defaults.
· allowed_ad_account_ids are loaded and saved as strings.
· path_segment_index = -1 is preserved.
Step 6. Auto-import screen
The Auto-import screen manages scheduled tracker imports.
Main fields:
· client slug;
· tracker preset;
· tracker API key;
· schedule picker;
· active checkbox.
Tracker presets configure hidden technical fields such as endpoint, method, query fields and request defaults.
For ClickFlare, the preset should generate:
{
  "request": {
    "endpoint": "https://public-api.clickflare.io/api/campaigns/manual/cost",
    "method": "PATCH",
    "query_fields": [],
    "json_body": {}
  },
  "request_defaults": {
    "currency": "USD",
    "cost_mode": "all_time",
    "all_time_since": "2020-01-01 00:00:00",
    "timezone": "America/New_York",
    "file_field": "file",
    "filename": "smartnews_costs.csv"
  }
}
For RedTrack, the preset should generate:
{
  "request": {
    "endpoint": "https://api.redtrack.io/tracks/cost",
    "method": "POST"
  },
  "request_defaults": {
    "currency": "USD"
  }
}
Step 7. Auth profiles screen
This screen is admin-only.
It allows creating and updating SmartNews auth profiles. Prefer Secret Manager refs instead of plaintext credentials.
Required values:
· either client_id or client_id_secret_ref;
· either client_secret or client_secret_secret_ref.
Step 8. Audit logs screen
The logs screen shows service and admin actions.
Common actions:
	Action
	Meaning

	cost_import
	Direct cost import API call.

	auto_import_run
	Worker executed an auto-import.

	auto_import_run_now
	User manually triggered an auto-import.

	auto_import_run_due
	Admin API triggered due auto-imports.

	client_create
	Client was created.

	client_update
	Client was updated.

	client_token_regenerate
	Client token was regenerated.

	auth_profile_create
	Auth profile was created.

	auth_access_token_rotate
	Admin or manager access token was rotated.


Use response_excerpt and last_error in audit details for tracker troubleshooting.
Step 9. Settings screen
This screen is admin-only.
Functions:
· view whether admin and manager access tokens are configured;
· rotate admin access token;
· rotate manager access token.
New tokens are displayed only once.


CHAPTER 7. Project structure
Step 1. Root files
	Path
	Purpose

	app.py
	Cloud Run entrypoint. Imports and exposes Flask app.

	Procfile
	Runtime process command for Gunicorn.

	requirements.txt
	Python dependencies.

	README.md
	Project summary and basic usage.

	DEPLOY.md
	Cloud Run deployment guide.

	openapi.yaml
	Public OpenAPI subset for main API endpoints.

	.gcloudignore
	Files ignored by Cloud Run source deployment.

	admin.js
	Legacy or auxiliary admin asset depending on packaging.


Step 2. smartnews_cost_api/ package
	File
	Purpose

	__init__.py
	Package marker.

	app_factory.py
	Creates app, error handlers and public endpoints.

	admin_routes.py
	Admin UI/API blueprint, auth, CRUD, worker triggers.

	auto_import_worker.py
	Scheduler/worker execution logic.

	config.py
	Runtime env config and Firestore/env config loading.

	errors.py
	API error classes.

	extractors.py
	URL campaign ID extraction logic.

	firestore.py
	Firestore repositories for config and logs.

	google_sheets.py
	Gspread factory for sheet-backed flows.

	legacy_sync.py
	Legacy sync implementation.

	models.py
	Dataclasses used across the service.

	secret_manager.py
	Secret Manager resolver with resolve() and resolve_secret() compatibility.

	services.py
	Client auth and cost import aggregation.

	smartnews.py
	SmartNews OAuth and API client.

	sources.py
	Sheet-backed and SmartNews API-backed sources.

	utils.py
	Parsing, hashing, formatting and helpers.


Step 3. Static admin assets
	Path
	Purpose

	smartnews_cost_api/static/admin/index.html
	Self-contained web admin UI.


The current UI is mostly a single HTML file with embedded CSS and JavaScript.
Step 4. Config examples
	Path
	Purpose

	config/clients.example.json
	Local/env client config example.

	config/auth_profiles.example.json
	Local/env auth profile example.

	config/deploy.env.example
	Deployment env example.

	config/firestore_clients.seed.example.json
	Firestore seed example for clients.

	config/firestore_auth_profiles.seed.example.json
	Firestore seed example for auth profiles.


Step 5. Scripts
	Path
	Purpose

	scripts/seed_firestore.py
	Seeds Firestore clients and auth profiles.

	scripts/run_auto_import_worker.py
	CLI runner for due auto-imports.

	scripts/deploy_example.sh
	Example deployment script.




CHAPTER 8. Environment variables and deployment
Step 1. Required production variables
	Variable
	Description

	CONFIG_BACKEND
	Should be firestore in production.

	FIRESTORE_PROJECT_ID
	GCP project ID. Example: leads-cf.

	FIRESTORE_DATABASE
	Firestore database. Example: webhooks.

	FIRESTORE_CLIENTS_COLLECTION
	Client collection name.

	FIRESTORE_AUTH_PROFILES_COLLECTION
	Auth profile collection name.

	FIRESTORE_AUTO_IMPORTS_COLLECTION
	Auto-import collection name.

	FIRESTORE_AUDIT_LOGS_COLLECTION
	Audit log collection name.

	FIRESTORE_SETTINGS_COLLECTION
	Settings collection name.

	SECRET_MANAGER_PROJECT_ID
	Project used for Secret Manager refs.

	ADMIN_SESSION_SECRET
	Secret used to sign admin browser sessions.

	GOOGLE_OAUTH_CLIENT_ID
	Google OAuth client ID for admin login.

	GOOGLE_ALLOWED_DOMAIN
	Allowed Google Workspace domain.

	WORKER_BEARER_TOKEN
	Token used by Cloud Scheduler worker endpoint.


Step 2. Optional variables
	Variable
	Default
	Description

	APP_TIMEZONE
	America/New_York in current code default
	Used when request/schedule timezone is not provided.

	LOG_LEVEL
	INFO
	Python logging level.

	HTTP_BEARER_TOKEN
	empty
	Legacy sync bearer token.

	ADMIN_BEARER_TOKEN
	legacy token fallback
	Initial admin access token.

	MANAGER_BEARER_TOKEN
	empty
	Initial manager access token.

	ADMIN_SESSION_MAX_AGE_SECONDS
	43200
	Admin session TTL.

	CONFIG_CACHE_TTL_SECONDS
	300
	AppConfig cache duration.

	ALLOW_ENV_CONFIG_FALLBACK
	true
	Allows fallback to env/file config if Firestore loading fails. Production should use false.


Step 3. Deployment smoke checks
After deployment:
export SERVICE_URL="https://smartnews-cost-import-api-jvwl2xgpva-ew.a.run.app"

curl "$SERVICE_URL/healthz"
Check direct SmartNews import:
curl -sS -X POST \
  "$SERVICE_URL/costs/leadxpression/smartnews/data/import?timezone=America/New_York&allTimeSince=2026-04-01%2000:00:00" \
  -H "X-Api-Key: $LEADXPRESSION_API_KEY" | jq .
Check admin config:
curl -sS \
  "$SERVICE_URL/admin/api/auto-imports/leadxpression-clickflare" \
  -H "Authorization: Bearer $ADMIN_SESSION_TOKEN" | jq .
Run one auto-import manually:
curl -sS -X POST \
  "$SERVICE_URL/admin/api/auto-imports/leadxpression-clickflare/run-now" \
  -H "Authorization: Bearer $ADMIN_SESSION_TOKEN" | jq .
Step 4. Cloud Scheduler worker
Scheduler should call:
POST /admin/api/worker/auto-imports/run-due?limit=50
Required header:
Authorization: Bearer <WORKER_BEARER_TOKEN>
Example schedule:
gcloud scheduler jobs create http smartnews-auto-import-worker \
  --project leads-cf \
  --location europe-west1 \
  --schedule "*/5 * * * *" \
  --uri "$SERVICE_URL/admin/api/worker/auto-imports/run-due?limit=50" \
  --http-method POST \
  --headers "Authorization=Bearer $WORKER_BEARER_TOKEN"


CHAPTER 9. Testing and troubleshooting
Step 1. Test all-time API without tracker push
curl -i -sS -X POST \
  "$SERVICE_URL/costs/leadxpression/smartnews/data/import?timezone=America/New_York&allTimeSince=2026-04-01%2000:00:00" \
  -H "X-Api-Key: $LEADXPRESSION_API_KEY"
Expected:
· HTTP 200;
· JSON array or debug payload;
· non-empty rows if SmartNews has spend and extractor works.
If the response is [], check:
· the date range;
· SmartNews ad account access;
· allowed_ad_account_ids;
· landing page URL format;
· extractor config;
· whether SmartNews has spend in the requested range.
Step 2. Test old date range mode
curl -sS -X POST \
  "$SERVICE_URL/costs/leadxpression/smartnews/data/import?dateFrom=2026-04-28%2000:00:00&dateTo=2026-04-28%2023:59:59&timezone=America/New_York" \
  -H "X-Api-Key: $LEADXPRESSION_API_KEY" | jq .
This verifies backward compatibility.
Step 3. Test invalid partial range
curl -i -sS -X POST \
  "$SERVICE_URL/costs/leadxpression/smartnews/data/import?dateFrom=2026-04-28%2000:00:00&timezone=America/New_York" \
  -H "X-Api-Key: $LEADXPRESSION_API_KEY"
Expected: HTTP 400 because only one of dateFrom and dateTo was provided.
Step 4. Test ClickFlare auto-import
curl -sS -X POST \
  "$SERVICE_URL/admin/api/auto-imports/leadxpression-clickflare/run-now" \
  -H "Authorization: Bearer $ADMIN_SESSION_TOKEN" | jq .
Expected success shape:
{
  "ok": true,
  "result": {
    "config_slug": "leadxpression-clickflare",
    "client_slug": "leadxpression",
    "tracker_schema": "clickflare",
    "rows": 1,
    "requests_sent": 1,
    "success": true,
    "last_http_status": 200,
    "tracker_endpoint": "https://public-api.clickflare.io/api/campaigns/manual/cost"
  }
}
Step 5. Common errors
	Symptom
	Likely cause
	Fix

	rows: 0, requests_sent: 0
	No SmartNews rows or extraction failed.
	Test direct SmartNews endpoint with debug=true.

	SecretResolver object has no attribute resolve_secret
	Old resolver/worker mismatch.
	Use patched secret_manager.py with resolve_secret() alias or call resolve().

	ClickFlare HTTP 400
	Wrong multipart field, CSV format, campaign has no visits, or invalid dates.
	Check response_excerpt, verify file_field, startDate, endDate, timezone.

	request.endpoint is required
	Auto-import request config missing endpoint.
	Reapply tracker preset or patch Firestore config.

	Client editor wipes extractor
	Old frontend version.
	Use patched index.html that preserves advanced config.

	New SmartNews account returns []
	Account not accessible or no spend in range.
	Test account individually and confirm SmartNews auth profile access.

	Requested ad_account_id values are not allowed
	Request account is not whitelisted.
	Add account ID to allowed_ad_account_ids.

	Admin API 401/403
	Wrong token type.
	Use browser session token for admin API, worker token only for worker endpoint.


Step 6. Useful log query
gcloud logging read \
'resource.type="cloud_run_revision"
 resource.labels.service_name="smartnews-cost-import-api"
 textPayload:"ClickFlare manual cost upload"' \
--project leads-cf \
--limit 20 \
--format json


CHAPTER 10. Operational examples
Step 1. Leadxpression client config
{
  "client_slug": "leadxpression",
  "display_name": "Leadxpression",
  "source_mode": "smartnews-api-backed",
  "tracker_type": "clickflare",
  "allowed_ad_account_ids": ["110565805", "110707857"],
  "smartnews_auth_profile": "default",
  "strict_extraction": true,
  "allow_internal_id_fallback": false,
  "extractor": {
    "kind": "path_segment",
    "query_params": [],
    "regex": "^[A-Za-z0-9]{24}$",
    "path_segment_index": -1,
    "decode_passes": 3,
    "allow_path_fallback": false,
    "path_regex": "^[A-Za-z0-9]{24}$"
  }
}
Step 2. Clickgency client config
{
  "client_slug": "clickgency",
  "display_name": "P2W&Smartnews / Clickgency / Account-01",
  "source_mode": "smartnews-api-backed",
  "tracker_type": "redtrack",
  "allowed_ad_account_ids": ["109138607", "110527074"],
  "smartnews_auth_profile": "default",
  "strict_extraction": true,
  "allow_internal_id_fallback": false,
  "extractor": {
    "kind": "query_param",
    "query_param": null,
    "query_params": ["cmpid", "rtkcmpid"],
    "regex": "^[A-Za-z0-9]{24}$",
    "path_segment_index": -1,
    "decode_passes": 3,
    "allow_path_fallback": true,
    "path_regex": "^[A-Za-z0-9]{24}$"
  }
}
Step 3. Patch one client account list from CLI
python - <<'PY'
from datetime import datetime, timezone
from google.cloud import firestore

PROJECT_ID = "leads-cf"
DATABASE = "webhooks"
CLIENT_SLUG = "clickgency"

accounts = ["109138607", "110527074"]

db = firestore.Client(project=PROJECT_ID, database=DATABASE)
db.collection("smartnews_cost_import_clients").document(CLIENT_SLUG).set({
    "allowed_ad_account_ids": accounts,
    "updated_at": datetime.now(timezone.utc),
}, merge=True)

print("patched", CLIENT_SLUG, accounts)
PY
Step 4. Store tracker token in Secret Manager
export PROJECT_ID="leads-cf"
export SECRET_NAME="leadxpression-clickflare-api-key"

printf "Paste tracker token: "
read -s TRACKER_TOKEN
echo

printf '%s' "$TRACKER_TOKEN" | gcloud secrets create "$SECRET_NAME" \
  --project "$PROJECT_ID" \
  --data-file=- 2>/dev/null || \
printf '%s' "$TRACKER_TOKEN" | gcloud secrets versions add "$SECRET_NAME" \
  --project "$PROJECT_ID" \
  --data-file=-

unset TRACKER_TOKEN
Do not keep tracker tokens in plaintext Firestore fields if Secret Manager is available. Use:
{
  "tracker_api_key": "",
  "tracker_api_key_secret_ref": "leadxpression-clickflare-api-key"
}


Important Notes
· Do not use ClickFlare /api/campaigns/{id} for cost import. It edits campaign configuration and cost model settings.
· Use ClickFlare /api/campaigns/manual/cost for manual cost upload. The current worker sends CSV through multipart upload.
· Store IDs as strings in Firestore. This avoids precision and formatting problems.
· Keep allow_internal_id_fallback false. Returning internal SmartNews IDs as tracker IDs can corrupt tracker cost mapping.
· For ClickFlare, prefer all-time mode. The worker uses all_time_since → scheduled_for to generate the manual cost CSV.
· For RedTrack, use scheduled window mode. RedTrack /tracks/cost accepts time-windowed cost updates.
· Do not paste real tokens into documentation, commits, screenshots, or Slack. Use Secret Manager references.
· If rows = 0, the tracker was not called. Debug SmartNews data and extractor first.
· After frontend patches, hard refresh the admin UI. Use Cmd + Shift + R to clear cached JS/HTML.


Summary
SmartNews Cost Import API centralizes SmartNews spend collection, client-specific campaign ID extraction, Firestore-based configuration, and tracker delivery. The public import endpoint supports both explicit date ranges and all-time imports. The admin panel provides controlled access for managers and admins, while Firestore acts as the source of truth for clients, auth profiles, auto-imports, audit logs and settings.
Current tracker behavior: RedTrack uses one request per campaign cost row and works with scheduled time windows. ClickFlare uses the manual cost endpoint with CSV multipart upload and should be configured with cost_mode: all_time.
Operational rule: when adding or editing clients, always verify allowed_ad_account_ids, extractor rules, and tracker-specific auto-import config before activating scheduled runs.
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